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Storing/Retrieving Information

Essential requirements for long-term information storage:

1. It must be possible to store a very large amount of
Information.

2. The information must survive the termination of the
process using it.

3. Multiple processes must be able to access the
Information concurrently.
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File Naming

Extension Meaning

file.bak Backup file

file.c C source program

file.gif Graphical Interchange Format image

file.html World Wide Web HyperText Markup Language document
file.iso ISO image of a CD-ROM (for burning to CD)
file.jpg Still picture encoded with the JPEG standard
file.mp3 Music encoded in MPEG layer 3 audio format
file.mpg Movie encoded with the MPEG standard
file.o Obiject file (compiler output, not yet linked)
file.pdf Portable Document Format file

file.ps PostScript file

file.tex Input for the TEX formatting program

file.txt General text file

file.zip Compressed archive

Figure 5-1. Some typical file extensions.
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File Structure (1)

1 Byte 1 Record

e Ve

Figure 5-2. Three kinds of files.
(a) Byte sequence.
(b) Record sequence.

(a) (b)
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File Structure (2)

Ant || Fox || Pig

Cat || Cow || Dog Goat || Lion || Owl Pony || Rat ||Worm

Hen lbis || Lamb

(c)

Figure 5-2. Three kinds of files. ... (c) Tree.
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File Types (2)

Object

module

Header

Figure 5-3. ... (b) An archive.
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File Attributes (1)

Attribute Meaning |
| Protection ' Who can access the file and in what way |
' Password | Password needed to access the file
' Creator . 1D of the person who created the file
' Owner Current owner
' Read-only flag . 0 for read/write; 1 for read only |
' Hidden flag ' 0 for normal; 1 for do not display in listings |
i System flag . 0 for normal files; 1 for system file |
' Archive flag 0 for has been backed up; 1 for needs to be backed up
[ ASCll/binary flag . 0 for ASCl file; 1 for binary file |

' Random access flag | 0 for sequential access only; 1 for random access

Figure 5-4. Some possible file attributes.
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File Attributes (2)

Attribute Meaning
Temporary flag ' 0 for normal: 1 for delete file on process exit
' Lock flags - 0 for unlocked; nonzero for locked
Hecord length Number of bytes in a record
Key position Offset of the key within each record
Key length Number of bytes in the key field
I Creation time ' Date and time the file was created

' Time of last access | Date and time the file was last accessed

Time of last change | Date and time the file has last changed

Current size Number of bytes in the file

Maximum size Number of bytes the file may grow to

Figure 5-4. Some possible file attributes.
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File Operations

1. Create
2. Delete
3. Open
4. Close
5. Read
6. Write

/. Append

8. Seek

9. Get attributes
10. Set Attributes
11. Rename

12. Lock
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Directories

games i attributes games i “
mail | attributes mail l 4+
— |
news i attributes news i .
work | attributes work | H\
(a) (b) Data structure
containing the
attributes

Figure 5-5. (a) Attributes in the directory entry.
(b) Attributes elsewhere.
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Hierarchical Directory Systems

Directory O File

~—Hoot directo ry -—Root directo y ~—Root di rE'CtGI‘},-f
_directo
ofolo)e A "~ 5] o

@‘@G (*“5 BB GlLE

(a) (b) (c)

Figure 5-6. Three file system designs. (a) Single directory shared
by all users. (b) One directory per user. (c) Arbitrary tree per
user. The letters indicate the directory or file’s owner.
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Path Names - oo

lib
usr
tmp
bin etc lib usr
ast
jim
lib
ast lity

jim

dict.

Figure 5-7. A UNIX directory

tree.

tmp

~— fusr/jim
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Directory Operations

1. Create
2. Delete
3. Opendir
4. Closedir
5. Readir
6. Rename
7. Link

8. Unlink
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File System Layout

F

Fartition table

\

/

Entire disk

Disk partition

T~

: J

\

MBR

Boot block

Super block

Free space mgmt

I-nodes

Root dir

Files and directories

Figure 5-8. A possible file system layout.
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Linked List Allocation

File A
- - - —— 0
File File File File File
block block block block block
0 1 2 3 4
Physical 4 7 2 10 12
block
File B
. —H—- —t— 0
File File File File
block block block block
0 1 2 3
Fhysical 6 3 11 14
block

Figure 5-9. Storing a file as a linked list of disk blocks.
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Linked List Allocation
Using a Table in Memory

Physical
block

0

Figure 5-10. Linked
list allocation using a
file allocation table In
main memory.
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l-nodes

I-node
Attributes .
|- Single
1 » indirect
A 1 block
? G e Addresses of
& | Double
g J indirect - data blocks
E block P e
o
w ]
- C g ‘_
Fi "‘L.,_
\\ Triple -
indirect —— 1
. block
L” d
\ 1
T
T |
T

Figure 5-11. An i-node with three levels of indirect blocks.

Tanenbaum & Woodhull, Operating Systems: Design and Implementation, (c) 2006 Prentice-Hall, Inc. All rights reserved. 0-13-142938-8



Shared Files

Root directory

A :

® Bl ® [ [ C

&
Q) © © ©

Shared file

Figure 5-12. File system containing a shared file.
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Bytes

Directories in Windows 98 (1)

8 3 1 4 2 2 4 4
N Creation Last Last write o
2l =0 T date/time |access date/time File size
Attributes f t , t :
ec Upper 16 bits Lower 16 bits
of starting of starting
hlock block

Figure 5-13. A Windows 98 base directory entry.
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Directories in Windows 98 (2)

Bytes 1 10 1 1 1 12 2 4
5 characters 0 6 characters 0 |2 characters
Sequence Attributes
Checksum

Figure 5-14. An entry for (part of) a long file name in Windows 98.
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Directories in UNIX (1)

Bytes 2 14
File name
&
I-node
number

Figure 5-15. A Version 7 UNIX directory entry.
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Directories in UNIX (2)

Hoot directory

Block 406
is fusr/ast
directory

bin

26

6

64

grants

dev

92

books

etc

&0

mbox

81

minix

4
7
14 | lib
9
6

usr

8 | tmp

Looking up
usr yields
i-node 6

Block 132 -node 26
I-node 6 is fusr is for
is for /usr directory /usriast
B ™
Mode Mode
s5ize 1| #» size
times , times
19 | dick
132 30 | erk 406
51 | jim
26 | ast
45 | bal
I-node 6 |-node 26
says that fusriast says that
fusris in is i-node fusrfastis in
block 132 26 block 406

17

Src

fusrfast/mbox
is i-node

60

Figure 5-16. The steps in looking up /usr/ast/mbox.
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Block Size

1000 O g e e — 100
Disk space utilization ‘\

=

S 800 |- — 80 S

o b=

i N
[l g iy
X 600 |- 60 55
© Q e
© s &

8 ¥

200 |- {20 ©

Data rate ~e
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Block size (bytes)

Figure 5-17. The solid curve (left-hand scale) gives the data rate
of a disk. The dashed curve (right-hand scale) gives the disk
space efficiency. All files are 2 KB.
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Keeping Track of Free Blocks

Free disk blocks: 16, 17,18
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A 1-KB disk block can hold 256
32-bit disk block numbers
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Figure 5-18. (a) Storing the free list on a linked list. (b) A bitmap.
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File System Reliability

Potential problems solved by backups:

1. Recover from disaster.
2. Recover from stupidity.
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Backup Issues

Backup all or part of the system?
Don’t backup file if not changed
Compression of backup or not?

Difficulty of backup while file system
active

Physical security of backup media

A

1
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File System Consistency

Block number Block number

01234567 8 9101112131415 01234567 8 9101112131415
11101 |0|1|1|1]1]0|0|1[1]1|0|0]Blocks in use 111101 |O|1[1|1|1]0|0|1]|1]1]0|0]| Blocks in use

ojoyifoft|ofofojofi(1|of{ofo]|1|1|Freeblocks o(o|ofof1]o|OfO|O|1[{1]0|0O[O]1]|1|Free blocks

01234567 8 9101112131415 01234567 8 9101112131415
1101|011 |1]1]0|0|1[1]1|0|0]Blocks in use 11110[1|0|2[1|1|1]0|0|1]|1]1]0]|0]| Blocks in use

olo|tjofzjofojofo|1(1]0|0]|Of1]|1]Freeblocks 0lof1jo|t1]ofo|0O|O]|1[1|{0|O]|O|1|1[Free blocks

Figure 5-19. File system states. (a) Consistent. (b) Missing block.
(c) Duplicate block in free list. (d) Duplicate data block.
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Reducing Disk Arm Motion

|-nodes are Disk is divided into
located near cylinder groups, each
the start with its own i-nodes

of the disk

Cylinder group

Figure 5-21. (a) I-nodes placed at the start of the disk.
(b) Disk divided into cylinder groups, each
with its own blocks and i-nodes.
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The Security Environment

Goal Threat
Data confidentiality | Exposure of data
Data integrity Tampering with data
System availability | Denial of service

Figure 5-22. Security goals and threats.
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Categories of Intruders

Casual prying by nontechnical users.
Snooping by insiders.

Determined attempts to make money.
Commercial or military espionage.

o
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Accidental Data Loss

1. Acts of God
2. Hardware or software errors
3. Human errors
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Generic Security Attacks (1)

Request memory pages, disk space, or tapes and
just read them.

Try illegal system calls, or legal system calls with

lllega
legal

Start

parameters, or even legal system calls with
out unreasonable parameters.

ogging in and then hit DEL, RUBOUT or

BREAK halfway through the login sequence.

Try modifying complex operating system
structures kept in user space (if any).
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Generic Security Attacks (2)

Spoof the user by writing a program that types
“login:” on the screen and go away.

Look for manuals that say “Do not do X.” Try as
many variations of X as possible.

Convince a system programmer to change the
system to skip certain vital security checks for any
user with your login name.

All else failing, the penetrator might find the
computer center director’s secretary and offer a
large bribe.
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A N

Design Principles for Security

The system design should be public.
The default should be no access.
Check for current authority.

Give each process the least privilege possible.

The protection mechanism should be simple,
uniform, and built into the lowest layers of the
system.

The scheme chosen must be psychologically
acceptable.
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Physical ldentification

Spring

Fressure plate

Figure 5-23. A device for measuring finger length.

Tanenbaum & Woodhull, Operating Systems: Design and Implementation, (c) 2006 Prentice-Hall, Inc. All rights reserved. 0-13-142938-8



Protection Domains (1)

Domain 1 Domain 2 Domain 3

File1[R] File3[R]
Filed[RWX]

File5[RW]

FileB[RW X]

File2[RW) Plotter2 [W]

Figure 5-24. Three protection domains.
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Domain

Protection Domains (2)

Object
Filet File2 File3 Filed File5 File6 Printeri Plotter2
Read
Read Write
Read
Read Write Eﬁﬁg Write
Execute
Read
Write Write Write
Execute

Figure 5-25. A protection matrix.
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Domain
1

Figure 5-26. A protection matrix with domains as objects.

Protection Domains (3)

Object
File1 File2 File3 Filed File5 File6  Printer1 Plotter2 Domain1 Domain2 Domain3
Read
Read Write Enter
Read
Read Write Eﬁﬁg Write
Execute
Read
Write Write Write
Execute
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Access Control Lists (1)

Owner
Process
\ User
space
File —{ F1 > ARW; B:A AGL

F2—] A:R; B:RW; C:R T/ } Kernel
space

F3pl—= B:RWX; C:RBX

Figure 5-27. Use of access control lists to manage file access.
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Access Control Lists (2)

File Access control list

Password tana, sysadm: RW

Pigeon_data bill, pigfan: RW; tana, pigfan: RW; ...

Figure 5-28. Two access control lists.
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Capabillities (1)

Owner
Process z ;’ l :
[} | |
[} | [
1 | |
F1 F1:R F1:R F2:R
S Fz:R Fz:RW F3:RX
= F3:RWX \
C-list

Figure 5-29. When capabilities are used,
each process has a capability list.
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Capabillities (2)

Server Object Rights f(Objects,Rights,Check)

Figure 5-30. A cryptographically-protected capability.
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Examples of Generic Rights

Copy capabillity: create a new capability for the
same object.

Copy object: create a duplicate object with a
new capability.

Remove capability: delete an entry from the C-
ISt; object unaffected.

Destroy object: permanently remove an object
and a capability.
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Covert Channels (1)

Client Server Collaborator Encapsulated server
/ b /
¥ ¥ ¥
I
Fi
‘h-- —r
Kerel Kernel ™ Covert
channel

(a) (D)

Figure 5-31. (a) The client, server, and collaborator
processes. (b) The encapsulated server can still leak
to the collaborator via covert channels.
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Covert Channels (2)

LTI

Server Iockg Server unlocks
file to send 1 filetosend 0
1 1 CJ 1 CJ 11 g lg -— Bit stream sent
couawaw—-o O o o o O o O
Time —=

Figure 5-32. A covert channel using file locking.
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MINIX 3 File System (1)

Messages from users | Input parameters Reply value
access File name, access mode Status

chdir Name of new working directory Status

chmod File name, new mode Status

chown File name, new owner, group Status

chroot Name of new root directory Status

close File descriptor of file to close Status

creat Name of file to be created, mode File descriptor

dup File descriptor (for dup2, two fds) New file descriptor
fentl File descriptor, function code, arg Depends on function
fstat Name of file, buffer Status

joctl File descriptor, function code, arg Status

link Name of file to link to, name of link Status

Iseek File descriptor, offset, whence New position

mkdir File name, mode Status

mknod Name of dir or special, mode, address Status

Figure 5-33. File system messages. File name parameters are
always pointers to the name. The code status as reply value
means OK or ERROR.
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MINIX 3 File System (2)

Messages from users | Input parameters Reply value
mknod Name of dir or special, mode, address Status

mount Special file, where to mount, ro flag Status

open Name of file to open, r/'w flag File descriptor
pipe Pointer to 2 file descriptors (modified) Status

read File descriptor, buffer, how many bytes # Bytes read
rename File name, file name Status

rmdir File name Status

stat File name, status buffer Status

stime Pointer to current time Status

sync (None) Always OK
time Pointer to place where current time goes Status

times Pointer to buffer for process and child times | Status

umask Complement of mode mask Always OK
umount Name of special file to unmount Status

unlink Name of file to unlink Status

utime File name, file times Always OK
write File descriptor, buffer, how many bytes # Bytes written

Figure 5-33. File system messages. File name parameters are
always pointers to the name. The code status as reply value
means OK or ERROR.
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MINIX 3 File System (3)

Messages from PM Input parameters Reply value
exec Pid Status

exit Pid Status

fork Parent pid, child pid Status

setgid Pid, real and effective gid Status

setsid Pid Status

setuid Pid, real and effective uid Status
Other messages Input parameters Reply value
revive Process to revive (No reply)
unpause Process to check (See text)

Figure 5-33. File system messages. File name parameters are
always pointers to the name. The code status as reply value
means OK or ERROR.
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File System Layout (1)

Boot Super
block block

l / I-nodes One disk block

- -

/ \ Data
l-nodes Zone
bit map bit map

Figure 5-34. Disk layout for a floppy disk or small hard disk
partition, with 64 i-nodes and a 1-KB block size (i.e., two
consecutive 512-byte sectors are treated as a single block).
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File System
Layout (2)

Figure 5-35. The MINIX 3
superblock.
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mounted file system
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16 bits

Made ~=— File type and rvx bits
Mumber of links =— Diractory entries for this file
Lid ~— |dentifizs user who owns fila
(Gid ~— (Ownars group
I — N O d eS - File size = Mumber of bytes in the file
- Accsass time
S | Times are all in seconds since
- Modification time Jan 1, 1970

- Status change time

- Fone 0

Flgure 5'36. The 64 bytes - [~
MINIX i-node. M

- Fone 3 Zone numbers for
L, the first seven data
Fones in the file

- Zong 4

- Fone &

- fone &

~  Indirect zone )
Lzed for filas larger

than ¥ zones

= Double indirect zone
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The Block Cache

Hash table  Front (LRU) Rear (MRU)

o

Figure 5-37. The linked lists used by the block cache.
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Directories and Paths

/usr/ast

/usr/ast/f2

Root file Unmounted
system file system After mounting
/ / /
y y y
flil:r/ /bin™\J/usr ;’I:ral/ /im™\/ast ;’Iil:r/ /bin™\Jusr
Jast/f1 Jast/2 ;.
/usr/bal /
(a) (b) (c)

Figure 5-38. (a) Root file system. (b) An unmounted file system.
(c) The result of mounting the file system of (b) on /usr/.
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File Descriptors

i-node
filp table table
Process
table
File position |
/ I-node pointer
Parent -—*/
Child -

fr"

A

e

¥R

Figure 5-39. How file positions are shared between
a parent and a child.
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Block Management

Procedure Function
get_block Fetch a block for reading or writing
put_block Return a block previously requested with get_block
alloc_zone Allocate a new zone (to make a file longer)
free_zone Release a zone (when a file is removed)
rw_block Transfer a block between disk and cache
invalidate Purge all the cache blocks for some device
flushall Flush all dirty blocks for one device
rw_scattered | Read or write scattered data from or to a device
rm_lru Remove a block from its LRU chain

Figure 5-40. Procedures used for block management.
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I-Node Management

Procedure Function
get_inode Fetch an i-node into memory
put_inode Return an i-node that is no longer needed
alloc_inode Allocate a new i-node (for a new file)
wipe_inode Clear some fields in an i-node
free_inode Release an I-node (when a file is removed)
update_times | Update time fields in an i-node
rw_inode Transfer an i-node between memory and disk
old_icopy Convert i-node contents to write to V1 disk i-node
new_icopy Convert data read from V1 file system disk i-node
dup_inode Indicate that someone else Is using an i-node

Figure 5-41. Procedures used for I-node management.
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Superblock Management

Procedure Function
alloc_bit Allocate a bit from the zone or I-node map
free_bit Free a bit in the zone or i-node map
get_super Search the superblock table for a device

get_block_size | Find block size to use

mounted Report whether given i-node is on a mounted (or root) file system

read_super Read a superblock

Figure 5-42. Procedures used to manage
the superblock and bitmaps.
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File Locking

Operation Meaning

F_SETLK Lock region for both reading and writing
F_SETLKW | Lock region for writing
F_GETLK Report if region Is locked

Figure 5-43. The POSIX advisory record locking
operations. These operations are requested
by using an FCNTL system call.
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Initialization of the File System (1)

Front Hear

——-— ——-— —-— ———
O — o S o A L

Figure 5-44. Block cache initialization.
(a) Before any buffers have been used.
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Initialization of the File System (2)

Front Rear

¢ ¢

i i i
; f‘»HULL}\":-*"“‘:"W“:‘(iHULL
el

n [ ]—= NULL

\b)

Figure 5-44. Block cache initialization.
(b) After one block has been requested.
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Initialization of the File System (3)

Hear Front

'
fimNULLJ@

0 A
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\::.#"RNULL} |

n —— MULL

Figure 5-44. Block cache initialization.
(c) After the block has been released.
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Reading a File (1)

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

- Block -t Block -

Current position = 1

'///i//M// 7/17 7 Chunk = 6

Current position = 6

W Chunk = 2

Current position = 9

""//j Chunk = 1

Figure 5-45. Three examples of how the first chunk size is
determined for a 10-byte file. The block size is 8 bytes, and
thhe gu&nber of bytes requested is 6. The chunk is shown
shaded.
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Entry points

]

Reading ~ <=

a Flle (2) read_write ) Main procedure for reading/writing
k |

Pipes

Head or write one block

Special
files

read_ map rahead

Transfer from  Retum block

Look up L FS to user to cache
disk address @@
Get indirect
block address
(if necessary) G ock

Search the cache

Figure 5-46. Some of the
procedures involved @)
In reading a file. 1

@_dev Listed in dmap table

¥

@ Send message to the kernel
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Writing a File

(a) | 24 Free zones: 12 20 31 36...

(b) | 24 | 25

(c) |24 |25 |40

d) |24 | 25 [ 40 | 41

= 24 |1 25|40 | 41 | 62
(€) — Block number

f) 2425404162 Eﬁ

Figure 5-47. (a) — (f) The successive allocation
of 1-KB blocks with a 2-KB zone.
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Converting a Path to an I-Node

eat_path Convert path to i-node
@ G.Et final Process one component
directory

Loop ; Load
on path @ I-node
components

Look up Find block Return block
disk address in cache to cache

Figure 5-48. Some of the procedures used In
looking up path names.
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Mounting File Systems

Possible file system mounting errors:

« The special file given is not a block device.

« The special file is a block device but is already mounted.

« The file system to be mounted has a rotten magic number.
« The file system to be mounted is invalid (e.g., no i-nodes).
 The file to be mounted on does not exist or is a special file.
« There is no room for the mounted file system’s bitmaps.

« There is no room for the mounted file system’s superblock.
« There is no room for the mounted file system’s root i-node.
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Linking and Unlinking Files

Possible errors in a linking or unlinking call:

 File_name does not exist or cannot be accessed.
 File_name already has the maximum number of links.
 File_name is a directory (only superuser can link to it).
 Link _name already exists.

 File_name and link "name are on different devices.
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Additional System Call Support

Operation Meaning
F_DUPFD Duplicate a file descriptor
F_GETFD Get the close-on-exec flag
F_SETFD Set the close-on-exec flag
F_GETFL Get file status flags
F_SETFL Set file status flags
F_GETLK Get lock status of a file
F_SETLK Set read/write lock on a file
F_SETLKW | Set write lock on a file

Figure 5-49. The POSIX request parameters
for the FCNTL system call.
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