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Storing/Retrieving Information

Essential requirements for long-term information storage:

1. It must be possible to store a very large amount of 
information.

2. The information must survive the termination of the 
process using it.

3. Multiple processes must be able to access the 
information concurrently.
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File Naming

Figure 5-1. Some typical file extensions.
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File Structure (1)

Figure 5-2. Three kinds of files. 
(a) Byte sequence. 

(b) Record sequence.
. . .
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File Structure (2)

Figure 5-2. Three kinds of files. … (c) Tree.
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File Types (1)

Figure 5-3. (a) An executable file.  
…
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File Types (2)

Figure 5-3.  … (b) An archive.
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File Attributes (1)

Figure 5-4. Some possible file attributes.

. . .
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File Attributes (2)

Figure 5-4. Some possible file attributes.

. . .
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File Operations

1. Create
2. Delete 
3. Open
4. Close 
5. Read 
6. Write 

7. Append
8. Seek
9. Get attributes
10. Set Attributes
11. Rename
12. Lock
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Directories

Figure 5-5. (a) Attributes in the directory entry. 
(b) Attributes elsewhere.
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Hierarchical Directory Systems

Figure 5-6. Three file system designs. (a) Single directory shared
by all users. (b) One directory per user.  (c) Arbitrary tree per

user. The letters indicate the directory or file’s owner.
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Path Names

Figure 5-7. A UNIX directory 
tree.
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Directory Operations
1. Create
2. Delete
3. Opendir
4. Closedir
5. Readir
6. Rename
7. Link
8. Unlink
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File System Layout

Figure 5-8. A possible file system layout.
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Linked List Allocation

Figure 5-9. Storing a file as a linked list of disk blocks.
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Linked List Allocation 
Using a Table in Memory

Figure 5-10. Linked 
list allocation using a 
file allocation table in 
main memory.
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I-nodes

Figure 5-11. An i-node with three levels of indirect blocks.
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Shared Files

Figure 5-12. File system containing a shared file.
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Directories in Windows 98 (1)

Figure 5-13. A Windows 98 base directory entry.
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Directories in Windows 98 (2)

Figure 5-14. An entry for (part of) a long file name in Windows 98.
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Directories in UNIX (1)

Figure 5-15. A Version 7 UNIX directory entry.
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Directories in UNIX (2)

Figure 5-16. The steps in looking up /usr/ast/mbox.
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Block Size

Figure 5-17. The solid curve (left-hand scale) gives the data rate 
of a disk. The dashed curve (right-hand scale) gives the disk 

space efficiency.  All files are 2 KB.
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Keeping Track of Free Blocks

Figure 5-18. (a) Storing the free list on a linked list. (b) A bitmap.
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File System Reliability

Potential problems solved by backups:

1. Recover from disaster.
2. Recover from stupidity.
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Backup Issues

1. Backup all or part of the system?
2. Don’t backup file if not changed
3. Compression of backup or not?
4. Difficulty of backup while file system 

active
5. Physical security of backup media
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File System Consistency

Figure 5-19. File system states. (a) Consistent. (b) Missing block. 
(c) Duplicate block in free list. (d) Duplicate data block.
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Caching

Figure 5-20. The buffer cache data structures.
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Reducing Disk Arm Motion

Figure 5-21. (a) I-nodes placed at the start of the disk. 
(b) Disk divided into cylinder groups, each 

with its own blocks and i-nodes.
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The Security Environment

Figure 5-22. Security goals and threats.
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Categories of Intruders

1. Casual prying by nontechnical users.
2. Snooping by insiders.
3. Determined attempts to make money.
4. Commercial or military espionage.
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Accidental Data Loss

1. Acts of God
2. Hardware or software errors
3. Human errors
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Generic Security Attacks (1)

1. Request memory pages, disk space, or tapes and 
just read them.

2. Try illegal system calls, or legal system calls with 
illegal parameters, or even legal system calls with 
legal but unreasonable parameters.

3. Start logging in and then hit DEL, RUBOUT or 
BREAK halfway through the login sequence.

4. Try modifying complex operating system 
structures kept in user space (if any).
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Generic Security Attacks (2)

5. Spoof the user by writing a program that types 
‘‘login:’’ on the screen and go away.

6. Look for manuals that say ‘‘Do not do X.’’ Try as 
many variations of X as possible.

7. Convince a system programmer to change the 
system to skip certain vital security checks for any 
user with your login name.

8. All else failing, the penetrator might find the 
computer center director’s secretary and offer a 
large bribe.
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Design Principles for Security

1. The system design should be public.
2. The default should be no access.
3. Check for current authority.
4. Give each process the least privilege possible.
5. The protection mechanism should be simple, 

uniform, and built into the lowest layers of the 
system.

6. The scheme chosen must be psychologically 
acceptable.
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Physical Identification

Figure 5-23. A device for measuring finger length.
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Protection Domains (1)

Figure 5-24. Three protection domains.
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Protection Domains (2)

Figure 5-25. A protection matrix.
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Protection Domains (3)

Figure 5-26. A protection matrix with domains as objects.
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Access Control Lists (1)

Figure 5-27. Use of access control lists to manage file access.
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Access Control Lists (2)

Figure 5-28. Two access control lists.
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Capabilities (1)

Figure 5-29. When capabilities are used, 
each process has a capability list.
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Capabilities (2)

Figure 5-30. A cryptographically-protected capability.
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Examples of Generic Rights

1. Copy capability: create a new capability for the 
same object.

2. Copy object: create a duplicate object with a 
new capability.

3. Remove capability: delete an entry from the C-
list; object unaffected.

4. Destroy object: permanently remove an object 
and a capability.
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Covert Channels (1)

Figure 5-31. (a) The client, server, and collaborator 
processes.  (b) The encapsulated server can still leak 

to the collaborator via covert channels.



Tanenbaum & Woodhull, Operating Systems: Design and Implementation, (c) 2006 Prentice-Hall, Inc. All rights reserved. 0-13-142938-8

Covert Channels (2)

Figure 5-32. A covert channel using file locking.
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MINIX 3 File System (1)

Figure 5-33. File system messages. File name parameters are 
always pointers to the name. The code status as reply value 

means OK or ERROR.

. . .
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MINIX 3 File System (2)

Figure 5-33. File system messages. File name parameters are 
always pointers to the name. The code status as reply value 

means OK or ERROR.

. . .

. . .
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MINIX 3 File System (3)

Figure 5-33. File system messages. File name parameters are 
always pointers to the name. The code status as reply value 

means OK or ERROR.

. . .
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File System Layout (1)

Figure 5-34. Disk layout for a floppy disk or small hard disk 
partition, with 64 i-nodes and a 1-KB block size (i.e., two 

consecutive 512-byte sectors are treated as a single block).
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File System 
Layout (2)

Figure 5-35. The MINIX 3 
superblock.
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I-Nodes

Figure 5-36. The 
MINIX i-node.
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The Block Cache

Figure 5-37. The linked lists used by the block cache.
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Directories and Paths

Figure 5-38. (a) Root file system. (b) An unmounted file system. 
(c) The result of mounting the file system of (b) on /usr/.
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File Descriptors

Figure 5-39. How file positions are shared between 
a parent and a child.
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Block Management

Figure 5-40. Procedures used for block management.
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I-Node Management

Figure 5-41. Procedures used for i-node management.
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Superblock Management

Figure 5-42. Procedures used to manage 
the superblock and bitmaps.
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File Locking

Figure 5-43. The POSIX advisory record locking 
operations. These operations are requested 

by using an FCNTL system call.
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Initialization of the File System (1)

Figure 5-44. Block cache initialization. 
(a) Before any buffers have been used.
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Initialization of the File System (2)

Figure 5-44. Block cache initialization. 
(b) After one block has been requested. 
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Initialization of the File System (3)

Figure 5-44. Block cache initialization. 
(c) After the block has been released.
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Reading a File (1)

Figure 5-45. Three examples of how the first chunk size is 
determined for a 10-byte file. The block size is 8 bytes, and 
the number of bytes requested is 6. The chunk is shown 
shaded.
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Reading 
a File (2)

Figure 5-46. Some of the 
procedures involved 
in reading a file.
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Writing a File

Figure 5-47. (a) – (f) The successive allocation 
of 1-KB blocks with a 2-KB zone.
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Converting a Path to an I-Node

Figure 5-48. Some of the procedures used in 
looking up path names.
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Mounting File Systems

Possible file system mounting errors:

• The special file given is not a block device.
• The special file is a block device but is already mounted.
• The file system to be mounted has a rotten magic number.
• The file system to be mounted is invalid (e.g., no i-nodes).
• The file to be mounted on does not exist or is a special file.
• There is no room for the mounted file system’s bitmaps.
• There is no room for the mounted file system’s superblock.
• There is no room for the mounted file system’s root i-node.
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Linking and Unlinking Files
Possible errors in a linking or unlinking call:

• File_name does not exist or cannot be accessed.
• File_name already has the maximum number of links.
• File_name is a directory (only superuser can link to it).
• Link_name already exists.
• File_name and link "name are on different devices.
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Additional System Call Support

Figure 5-49. The POSIX request parameters 
for the FCNTL system call.


